Introduction
The intriguing design and elegant architectures of biological machineries have inspired the development of nanopores. The proof-of-concept was established in 1996 using a membrane-embedded a-hemolysin channel [1 ] . Single-stranded DNA was electrically driven through a-hemolysin and the resulting translocation was verified by qRT-PCR. Over the last decades, nanopore has demonstrated potentials for sensing a wide range of analytes, and is well positioned to bring a revolution to medical diagnostics and DNA/RNA sequencing. Compared with other technologies, nanopore offers [2, 3] : single molecule detection with high specificity and sensitivity; is label-free; is amplification-free; offers real time recognition; requires low sample volumes and minimal sample processing; rapid electrical detection method; high-throughput in nature; multiplexing capabilities; and requires no special expertise for operation.
To date, several protein channels, such as a-hemolysin [4] , MspA [5 ] , aerolysin [6] , FluA [7] , Omp F/G [8, 9] , CsgG [10] , ClyA [11] , PA 63 [12] and, viral connectors phi29 [13 ] , SPP1 [14] , T3 [14] and T4 [14] ( Figure 1 ) have been successfully developed as nanopore for detection of small molecules, polymers, polypeptides, and DNA/RNA [2, 15] . Protein engineering, such as site directed mutagenesis, insertion, and deletion of amino acids, and introduction of functional modules have been extensively employed to tune nanopore properties [16] . Different analytes require unique nanopores with different shape, size, and hydrophilic/hydrophobic properties in order to be detected with high sensitivity and specificity. Herein, we summarize progress in engineering protein nanopores for sensing and sequencing applications. Due to space limitations, we omitted discussion on DNAbased biological pores and synthetic pores, which have been reviewed elsewhere [17, 18] .
General strategies for engineering protein nanopore or channels
Among various channel forming proteins [16, 19] , only a handful are fit to serve as nanopores ( Figure 1) . A major limitation is the lack of crystal structures to guide engineering at specific sites. We also have limited knowledge of how the structure of the channel relates to its function. Generally, to be a good candidate, wild-type or engineered channel needs to meet at least four criteria: (1) robust with channel forming capability after mutagenesis; (2) appropriate geometry including the entrance, vestibule, and constriction; (3) proper charge and hydrophilic/ hydrophobic surface; and (4) stable current with controllable voltage gating. recognition sites, enhancing sensitivity, facilitate membrane insertion, and imparting selectivity for target analyte ( Figure 2 ). The first approach is based on sitedirected mutagenesis that substitutes specific amino acids at certain locations in the primary sequence. The availability of a wide range of unnatural amino acids with unique side chains and functional properties makes it possible to expand the scope of nanopore reengineering. Furthermore, mutations can result in conformational changes of the channel, making it possible to tune the channel size and to enhance the sensing scope and sensitivity. The second approach is to attach specific tags and enzymes (such as His-tag, Strep tag, or TAT as well as proteins like DNA polymerase, helicase and exonuclease) either through fusion protein expression or in vitro conjugation to the anticipated sites of the pore. The third approach is to introduce adapter ligands either covalently or non-covalently into the pore for substrate binding. The fourth approach involves more significant truncation or insertion of several amino acids to alter the chain segment aggressively.
Engineering protein nanopores or channels for DNA and RNA sequencing a-Hemolysin
The idea of using nanopores for sequencing of an intact DNA strand was proposed three decades ago by David Deamer and Daniel Branton. Since the publication of the landmark paper [1 ] showing translocation of ssDNA through a-hemolysin, several follow-up studies showed that DNA/RNA homo-polymers or co-polymers can be distinguished [20, 21] . In addition, through immobilizing ssDNA via biotin-streptavidin conjugation on the channel entrance, three recognition sites were identified that are located near the constriction, in the middle of the barrel, and the trans-entrance [22] . With modification of three recognition sites E111N/K147N/M113Y, epigenetic DNA modification, 5-methylcytosine and 5-hydroxymethylcytosine could be identified [23] . The next challenge was to slow the translocation of DNA. Several passive approaches have been tested including increasing viscosity [24] , decreasing temperature [25] , adding organic salts [26] , as well as more active approaches by attaching complementary DNA sequences [27] , and enzymes [28] . Incorporation of enzyme turned out to be an efficient way to slow DNA translocation enough to enable DNA sequencing. Initial success was achieved by introducing T7 DNA polymerase into a-hemolysin. The blockage current caused by sequential nucleotide incorporation were recorded when DNA-polymerase complex was held at the entrance of the nanopore [28] . However, three sequential current steps before the T7 DNA polymerase dissociation from the template made this method impractical. Also the need for precise control of the replication rate and strand motion is critical for polymerase based DNA sequencing [29 ] . Later, it was shown that phi29 DNA polymerase could overcome these challenges because it can maintain normal elongation and remain bound to the DNA template while captured in the nanopore [29 ] . With phi29 DNA polymerase, a-hemolysin is able to ratchet DNA through the pore at 5-Å precision [29 ] (Figure 3a) .
By using an exonuclease approach (Figure 3b ), a DNA strand was digested and the released nucleotides were then captured and sensed with non-covalent adapter [3] . Individual RNA bases and even modified bases can be distinguished by immobilizing ssRNA with a-hemolysin mutant E11N/K147N/M113Y [30] . The feasibility of direct RNA sequencing was demonstrated by introducing derivatives of b-cyclodextrin as adaptors and polynucleotide phosphorylase which cut ssRNA in the 3 0 !5 0 direction processively and liberated rNDPs [31] (Figure 3c ). Kinetic parameters for rNDP identification was thoroughly compared in different mutant systems to identify RNA nucleotides [31] .
Another approach for DNA sequencing is the combination of sequencing and synthesis using nanopore [32] ( Figure 3d ). As DNA polymerase elongates the template, the incoming complementary-tagged nucleotide is cleaved and the nucleotide can be differentiated by 82 Nanobiotechnology Strategies for sequencing DNA and RNA at single-nucleotide resolution using DNA polymerase or exonuclease. (a) Forward and reverse ratcheting of DNA through a-hemolysin equipped with phi29 DNA polymerase [29 ] . (b) Left: Proposed exonuclease-based sequencing model [3] . An exonuclease (pale blue) is attached to the top of a nanopore by chemical linker or genetic fusion. After cleavage by exonuclease, the identity of individual nucleotides is determined sequentially by the level of the current blockades. Right and bottom: Single-channel recording from a-hemolysin with adapter and residual current histogram of nucleotide binding events showing discrimination of dGMP, dTMP, dAMP and dCMP [65] . (c) Principle of nanopore DNA sequencing by syntheses [32] . A DNA polymerase is linked to a-hemolysin. Template DNA and primer along with the tagged nucleotide form a ternary complex with the polymerase. The tagged nucleotide is captured and detected sequentially with specific current blockades as they are incorporated into the growing DNA strand. (d) Nanopore RNA sequencing. A ssRNA oligonucleotide (circles) is cleaved by polynucleotide phosphorylase (green) sequentially. The released nucleotides are detected by mutant a-hemolysin equipped with a cyclodextrin adapter. (e) MspA nanopore equipped with phi29 DNA polymerase [43 ] . Source: Figures reproduced with permission from Refs. [29 ,3,65,32,43] different-sized polymer tags [32] . Herein, a single polymerase is covalently attached to a single subunit of a-hemolysin at an optimized distance that permits fast capture of the tag.
Phi29 and other channels of viral DNA packaging motors
The membrane-embedded phi29 nanopore is the first example of a protein channel that is neither an ion channel nor a membrane protein [13 ,33] . Compared to other protein channels, phi29 channel has a large diameter of 3.6 nm and thus suitable for conjugating various adapters in the lumen for sensing capabilities and for protein engineering to create a sharper detection region for sequencing capabilities. The channel can translocate ssDNA/ssRNA, dsDNA/dsRNA, peptides and polymers [13 , [34] [35] [36] [37] . The larger channel makes it possible to detect larger molecules. The connector can be functionalized with various probes that can bind individual targets with high selectivity and sensitivity [38, 39] . The connector shrinks and exhibits discrete step-wise conformational changes in response to ligand binding to any of its twelve subunits [39] . The distinctive current signatures resulting from ligand triggered defined channel shrinking can clearly discriminate specific and non-specific binding at single molecule level with high accuracy. Dynamic interactions between the analyte and the binding sites can also be studied in real-time at single molecule level [38, 39] .
In native phi29 DNA packaging motor, the speed of dsDNA translocation is about 100-200 base pairs per second, which is well within the current detection technologies [40] . Using one ATP, the motor can package 1.75 base pairs of DNA [37, 41, 42] . The initial packaging rate is 6 ms/bp, which is 1000-fold slower than the speed of DNA electrophoretically driven through nanopores. Constructing an artificial phi29 DNA packaging motor embedded in a membrane offers the possibility of developing an active ATP-driven DNA-sequencing apparatus by combining the advantages of viral motors and nanopore technology.
MspA
Wild-type MspA exhibited spontaneous blockades without DNA under potentials >60 mV. To circumvent this problem, a mutant channel was generated whereby negatively charged aspartates were replaced with asparagines in the constriction zone resulting in D90N/D91N/D93N mutant [43 ,44] . Radical protein engineering, such as truncated barrel mutant (TBMD6), Met113!Gly, and replacement of negatively charged residues around the entrance and in the vestibule with positively charged residues (D90N/D91N/D93N/D118R/D134R/E139K) generated a sharper reading head and improved the resolution for base identification [45] . Positively charged b-cyclodextrin derivatives can also reside in the interior of the mutant, thereby allowing continuous recognition of mononucleotides, which is a prerequisite for exonuclease sequencing.
By combining reengineered MspA with phi29 DNA polymerase, the nanopore was able to read DNA at single-nucleotide resolution [43 ] (Figure 3e ) as well as detect 5-methylcytosine and 5-hydroxymethylcytosine, which are common DNA lesions [46, 47] . For long reads of DNA sequence, the platform was modified by introducing two asymmetric adaptors: a cholesterol-tailed adaptor and a nicked, hairpin adaptor to the ends of linearized phiX174 dsDNA. Since each four-nucleotide combination has a unique current fingerprint, a current blockade map of all 256 four-nucleotide combinations was generated. Using this map as a reference, MspA is able to read 4500-bp sequence corresponding to natural DNA sequences [44] . However, errors can result from shifts in the positioning of the DNA within the pore's constriction and nucleotides outside of the quadromer.
The speed of DNA translocation in MspA is faster than a-hemolysin [5 ] due to differences between the widths of the channel regions flanking the narrowest constrictions. In a-hemolysin, about 10-20 bases are confined in the constriction site, whereas in MspA, there are only 2-4 bases. Another reason is the charge distribution within the constriction site. In a-hemolysin, this region is formed by E111, K147, and M113, whereas there are no charged residues in the constriction of MspA mutant, which may be responsible for the faster translocation speed [5 ]. These results demonstrate that a better understanding of nanopore geometry and charge distribution is critical for sequencing and sensing.
Commercial ventures
Oxford Nanopore Technologies was the first company to release a DNA sequencing prototype in the market starting with the MinION, a portable hand-held device operated through the USB port of a laptop. The detection platform is based on a mutant CsgG pore. The chip contains 4 segments each housing 512 channels and needs 10 pg DNA without PCR amplification. Read length can be up to 200 kbp. By analyzing more than 5 bases at any one time, the sequence can be decoded by a reference map [48 ] . The accuracy in 1D reads (linear reads) and 2D (read both the template and complement strands) reads has been reported to be 90% and 95% respectively [49 ] . Other products under development include a higherthroughput PromethION instrument with increasing flow cells and a smaller smart-phone based SmidgION for field analyses. Genia Technologies (acquired by Roche) employs a Nanotag sequencing approach [50] and sequencing by synthesis with a-hemolysin [32] . Noblegen Biosciences coupled color-coded 'beacon and nanopores for sequencing [51] . Finally, Illumina licensed the MspA-nanopore based patents but no developments have been reported so far.
Engineering protein nanopores for single chemical or macro-molecule sensing
Another burgeoning area is single molecule detection of ions, small molecules, macromolecules, and biopolymers using nanopores. Various approaches have been used to introduce probes, including site directed mutagenesis, fused expression, and covalent or non-covalent attachment of adaptors (Figure 4) . Compared with solid state pores, protein pores are amenable for selective modification with various probes that can interact with individual targets with high sensitivity and selectivity.
Sensing directly using site directed mutagenesis
Introducing artificial molecular recognition sites can greatly broaden the sensing capabilities of nanopores. Four histidines were introduced into a-hemolysin subunit which was then incorporated into a heteromeric pore composed of six wild-type and one mutant a-hemolysin subunits (WT 6 4H 1 ). The resulting pore was able to detect two or more divalent metal ions simultaneously [52] (Figure 4a ). TNT can be detected by three aromatic (Phe,Trp,Tyr) Met113 a-hemolysin mutants [53] . In phi29 nanopore, ethane, thymine and benzene with reactive thioester moieties were clearly distinguished upon binding with cysteine mutated from K234 [38] (Figure 4d,  e) . Fingerprints of various peptides and oligomeric states of peptides can be detected by phi29 channel based on distinctive current blockage signatures [54] . One-way traffic of peptide translocation has been observed in both SPP1 and phi29 motor channels [55] . Furthermore, the orientation of channels inserted into membrane was governed by the hydrophobicity/hydrophilicity of the terminal ends of the protein.
Sensing via probes introduced through covalent linker
One end of a single 3.4 kDa polyethylene glycol chain end-labeled with biotin was attached to S106C a-hemolysin mutant to detect streptavidin [56] (Figure 4a ). By
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Figure 4
Strategies for biological nanopore sensing and detection. (a) Illustration of the three main approaches to engineer a-hemolysin pores for sensing. Left: Sensor element introduced by genetic modification within the lumen to bind metal ions. Middle: Enhancing host-guest interactions by equipping with a ring-shaped molecular adaptor, b-cyclodextrin inside the lumen. Right: covalent attachment of a ligand poly(ethyleneglycol) chain to the lumen of the pore [73] . (b) Left: a genetically engineered a-hemolysin fused with a single protein kinase inhibitor peptide (PKIP), which is able to bind cAMP-dependent protein kinase. Yellow: transmembrane b-barrel; orange and green: PKIP sequence [74] ; middle: schematic of the wild type a-hemolysin displaying b-cyclodextrin resident in the lumen of the channel [75] ; right: a disaccharide ligand is covalently linked to a-hemolysin to stochastically detect the interaction with the tetrameric lectin [58] . (c) A thrombin aptamer is linked to a-hemolysin by hybridization to an oligonucleotide that is attached to a single cysteine residue near the mouth of the pore [57] . (d) Schematic of conjugation of chemical ligands to the channel wall resulting in reduction of channel size as reflected by current blockade [38] . (e) Analysis of current blockage events for the binding of thioester groups containing ethane, thymine, and benzene [38] . (f) Schematic of phi29 connector for colorectal cancer specific antibody detection [39] . (g) Histogram of current blockage events caused by nonspecific antibody with or without EpCAM antibody, and diluted serum with or without EpCAM [39] . Source: Figures reproduced with permission from Refs. [73] [74] [75] 58, 57, 38, 39] .
hybridization of DNA aptamer to N17C a-hemolysin mutant, thrombin can be detected [57] (Figure 4c ). Similarly, engineered ClyA nanopore containing DNA aptamers with activated thiol group can distinguish human and bovine thrombin despite 86% sequence similarities [11] . In addition, the kinetics of binding can be studied as demonstrated by binding of tetravalent lectin to a Galb-1,3-GalNac derived ligand engineered a-hemolysin pore [58] . Similarly, a ligand, PKIP5-24, was tethered to trans-entrance of a-hemolysin at position C129 to study the binding interaction of cAMP-dependent protein kinase to the ligand [59] (Figure 4b) . In another study, a single photolabile carbamate group was tethered to the interior wall at Thr117Cys of a-hemolysin. Upon UV illumination, the intermediates of the decomposition can be detected because the current depends on the shape, size, and polarity of the reactants tethered within the pore [60] . Similarly, azobenzene can be attached via disulfide bond to Thr117Cys a-hemolysin to study light induced isomerisation at single molecule level [61] .
Sensing via probes introduced through fusion protein expression
Introducing new functions through fused expression of the encoded genetic sequence of proteins is challenging. One method is combining evolutionarily preserved regions of proteins with generally independent protein domains. In one study, functional elements of co-chaperonin GroES was introduced to a-hemolysin to study the interaction with GroEL at the single molecule level. The fused flexible loops of GroES showed correct folding with enzymatic activity mediating GroEL-assisted protein folding efficiently as native GroES [62] . In another study, epithelial cell adhesion molecule (EpCAM) peptide was co-expressed with phi29 connector at the C-terminus [39] . Binding of EpCAM antibodies sequentially to each peptide probe induced stepwise blocks in current (Figure 4f,g ). The kinetics of probe-antibody docking can be analyzed in real time at single molecule level by the distinctive current signatures. Importantly, EpCAM antibody can be distinguished in presence of serum or nonspecific antibody (Figure 4g ).
Sensing with non-covalent adaptors
Lodging of an adapter in the lumen of protein nanopores can provide host-guest interactions. One class of adapters for binding small analytes are ring-shaped molecules, such as b-cyclodextrin, which has a hydrophobic interior cavity and a hydrophilic exterior. The possible lodging sites of b-cyclodextrins at the internal end of the b-barrel were enhanced by site directed mutagenesis at Met113, Lys147 and Glu111. The binding affinity was increased 10 4 fold compared to wild type, resulting in prolonged residence time of about tens of seconds [63] (Figure 4b) . Organic ligands or drugs reversibly bound to the adapter and resulted in analyte characteristic blockade fingerprints [63] .
Sensing with covalent adaptors b-Cyclodextrin can also be covalently attached to Met113Cys a-hemolysin through disulfide bond [64] . This is especially useful for single molecule exonuclease DNA sequencing which requires continuous presence of a molecular adapter. The orientation of the adapter can also be fixed which will allow analytes to bind through only one of the entrances to the cyclodextrin cavity [64] . For instance, unlabeled nucleoside 5 0 -monophosphate and methylated cytosine can be identified by a covalently attached adapter with accuracies approaching 99.8% [65] .
Sensing via conformational changes on the channel
Recently a novel concept of sensing via conformational change was demonstrated by phi29 connector. The underlying principle is based on step-wise conformational changes of the channel induced by binding of ligands to probes immobilized on the connector. The DNA packaging motor of bacteriophage SPP1, T3, T4 and phi29 all exercise three discrete steps of gating (shrinking) during DNA translocation, with each step reducing 32% of channel dimensions. This is due to the unique biological property of channel conformational changes via chirality transition of the DNA packaging motor. During DNA packaging the motor uses the left-handed channel to translocate the dsDNA, and subsequent ejection of genomic dsDNA for host infection requires the change to the right-handed channel to control the one-way traffic of dsDNA [14] . As proof-of-concept demonstrating the use of the proposed method for the detection of analytes with high sensitivity and specificity, an EpCAM peptide was incorporated into the C-terminus of the connector as a probe to specifically detect EpCAM antibody (Ab) in the serum at nM concentration [39] . The specific signal of EpCAM Ab can be clearly distinguished from non-specific background signals arising from non-specific Ab or serum proteins (Figure 4f,g ).
Changing oligomeric state of channel
Control of subunit stoichiometry is critical to tailor protein nanopores for various applications since it can change the constriction zone size and physical properties. In a-hemolysin both homo-heptameric and hetero-heptameric forms have been achieved. Since both N-termini and C-termini of a single subunit of a-hemolysin are on the same side of the lipid membrane, the N-termini and C-termini of two subunits can be linked to form dimers to generate an even number of subunits of a-hemolysin. The dimer still can assemble into a heptamer form indicating that one of more subunits are expelled from the central pore [66] . In MspA, the oligomer state was changed by connecting two mutated MspA subunits through a 17-62 amino acid linker and the resulting mutant formed functional channels [67] . In phi29 connector, deleting a loop in the central part of the channel reduced the conductance by 40% compared to wild-type indicating change in the oligomeric state. The resulting mutant can distinguish ssRNA and ssDNA [68] . Although the connectors from different phages exist mostly as dodecamers [69] , the stoichiometry can vary from 11-mer to 14-mer in vitro following ectopic expression and assembly [70] [71] [72] .
Perspectives
In the last two decades, significant progress has been made in applying biological nanopores for DNA sequencing and single molecule detection. Now nanopores are well positioned to bring a revolution to medical diagnostics and DNA sequencing market. To date, several protein channels such as a-hemolysin, MspA, aerolysin, FluA, Omp G, and viral motor channels Phi29, SPP1, T3 and T4 have been successfully used for incredibly versatile applications. Several challenges still remain, such as limited knowledge of structure-function of protein channel. Analytes that can be detected by nanopores are still limited because different analytes require unique protein nanopore with different shape, size, physical dimensions and hydrophilic/hydrophobic properties. Therefore, it still requires continuous improvement of existing nanopores and exploration of new channels. How to improve the sensitivity, stability and specificity especially using clinical samples, which is often in the presence of many impurities, is still the major bottleneck to transition the technology to the clinic for diagnostic use.
One intriguing application is to incorporate selfassembled protein channels in live cells as a passageway to secrete DNA from the cytoplasm for instance to the periplasm of bacteria. Such a system would perhaps enable a novel type of communication in bacteria based on the presence of DNA in outer-membrane vesicles. Furthermore, transport of DNA/RNA across the membranes, which is a common process in living cells, could have important applications in synthetic biology, for instance to edit the genome or for cell-to-cell communication or overcome drug resistance. A proof of concept was recently demonstrated using Carbon Nanotubebased porins which can spontaneously insert into the membranes of live cells and display stable single-channel activity [76] .
For DNA/RNA sequencing, several key challenges that used to be the bottlenecks in nanopore-based sequencing has now been somewhat addressed, such as procedures to overcome the fast DNA translocation speed, spatial resolution and platform stability. It is reported that over 700 mutants of R9 have been screened by Oxford Nanopore [49 ] . However, the accuracy is still low compared with current sequencing technologies. Additional efforts are still needed to enhance nanopore signal detecting capabilities, optimize the platform through protein engineering, large scale screening, new nanopore exploration, and new algorithmic in the future.
